Security Monitoring and Defense

l.muchilwa@silensec.com In Collaboration with

www.cyberranges.com Security Brokers —
www.silensec.com i <)
»

(¥ silensec

Copyright © Silensec — All rights reserved. Any Reproduction is Forbidden



About CYBER RANGES

Cyber Range
as a Service ]
Hosted On Premise

Portable

¥ silensec’

ISO2700) Ccertified

bsi. @ &% Cyprus

Certificate of Registration United Kingdom

INFORMATION SECURITY MANAGEMENT SYSTEM - ISO/IEC 27001:2013

This s to certey that: G & N Sdensec LTD Ke nya

G & N Court
41 Pafou Street

Umassal
51

o Canada
— o USA

20 operates an [Ormation Security Management System which comples with the seguirements of ISOMEC
270012017 for the following scope:

The Information Securfty Managerment System apphes 5 the provson of the Siensnc CYTER
RANGES products and services, nfommation secunty trareng a0d Consultancy senvices and

247 SOC and maraged seaurty services incheding the support Aunctions of 1T, Sales, Fnance
"nd 0N I SCToRanCe mwummdwn-nmurn ¥i 4 Date
S0/ 200

For and on behalf of 851 —
Andrew Laurn, EMEA Systems Certfication Divector

Original Regiesation Oate: 20000713 Effocsve Date: 2020.07-13
Latest Revision Date: 2000.07-27 Cxpiry Date: 2023-07-04

o Page 1of2
o7 N

making excellence a habit

Official platform being used by the UN
for the organization of regional and
national cyber drills since 2017. First
ever World Cyber Drill in 2020




What is Next Generation Cyber Range
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A cyber range is a platform for the
development, delivery and use of
interactive simulation environments.

A simulation environment is a
representation of an organisation’s ICT,
OT, mobile and physical systems,
applications and infrastructures,
including the simulation of attacks, users
and their activities and of any other
Internet, public or third-party services
which the simulated environment may
depend upon.

A cyber range includes a combination of
core technologies for the creation and
use of the simulation environment and of
additional components which are, in turn,

desirable or required for achieving
specific cyber range use cases.

Source: EUROPEAN CYBER SECURITY
ORGANIZATION (ECSO)

https://ecs-org.eu

ECS#

CURDPEAN CYBER SECURITY ORGANISATION

WGS5 PAPER

Understanding Cyber Ranges: From Hype to Reality
SWG 5.1 | Cyber Range Environments and Technical Exercises

JANUARY 2020

www.ecs-org.eu
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(T Large-Scale Cyber Exercises

GLOBAL EXERCISES

()————0 27 scenario 1

|—a 28™: Scenario2

e 29" Scenario3

—a 03" Scenario 4

= 04™: Scenario$

o 05": Scenario6

The ITU 2020 Global CyberDrill, Sep.-Nov. 2020
https://www.itu.int/en/ITU-D/Cybersecurity/Pages/Cybedrills-2020.aspx
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i’ﬁ Next Generation Cyber Range Platforms
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Ch Using CYBER RANGES
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‘t? CYBER RANGES

OCWAR-C - Ghana session -
Scenario 1
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fﬁ Session 1 Outline

- Windows and Linux OS logging IDS overview
- SIEMs and LMS IDS overview
- Host and Network IDS overview

- Shipping logs to ELK
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fﬁ Windows and Linux OS logging IDS overview

* Logs :- Application and System events being traced in a log file.
* Logs locations:
*  %SystemRoot%\System32\winevt\Logs :- Windows OS
* Security
* Application
* System Logs
» /var/log/ :- Linux Oses
* Organized as files based on log sources eg auth, syslog
* Logs have standard format and IDs to help you easily investigate
e Access to logs
* Natively with EventViewer for Windows
* Natively with Command line utilities eg Tail, Grep, Cat for Linux
* SIEMs and LMS
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fﬁ Host and Network IDS overview

* Host Intrusion Detection System

* Mainly focused on collecting logs on each host and shipping to SIEM
or LMS.

* Will detect intrusion on the host.
* Aggregation and correlation happens on the SIEM or LMS.

* Network Intrusion Detection System
* Mainly focused on analyzing network traffic for intrusion detection.
* Can be host based or Network based

(¥ silensec
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‘(’p SIEMs and LMS IDS overview

* LMS :- Log Management Systems

* Mainly focused on efficient storage, archival and searching of
events.

* Some LMS also have SIEM capabilities

e SIEMs :- Security Information and Event Management Systems
* Mainly focused on correlation of events from various log sources.
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‘t? CYBER RANGES

Integrating Zeek/Bro Events to
the ELK Stack
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fﬁ Scenario Description

In this scenario, you will learn how to integrate Zeek/Bro events to ELK
stack.

(¥ silensec
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fﬁ Integrating Zeek/Bro Events to the ELK Stack
e Zeek is a passive, open-source network analysis framework.

* Formerly called Bro.

* Mostly used by security analysts as a network security monitoring
(NSM) tool for the purposes of analysing and investigating suspicious
network activities such as detecting SSH brute-forcing, validating SSL
certificate chains etc.

* |t provides an extensive set of logs describing network activity.

I/}\ . ™
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fﬁ Integrating Zeek/Bro Events to the ELK Stack

* The logs provides a comprehensive record of every activity seen on
the network, HTTP sessions, DNS, DHCP, FTP, etc.

* Such security event data can be pushed to external databases or
SIEM solutions to store, process, and present the data for querying.

e Zeek runs on commodity hardware and hence provides a low-cost
alternative to expensive proprietary solutions.

I/}\ . ™
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fﬁ Integrating Zeek/Bro Events to the ELK Stack

Introduction: ELK

* ELK or Elastic Stack on the other hand is one of the top Log
Management Systems (LMS).

* |Incident detection and response typically begins with the collection
of security data, followed by its analysis.

* ELK provides various capabilities to help IT security personnel to keep
an eye on application and infrastructure performance, gather
meaningful insights and make better data-driven decisions.
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fﬁ Integrating Zeek/Bro Events to the ELK Stack

Introduction: ELK

* Such capabilities include:
o Collection

o Aggregation

« Search and analysis

o Monitoring and alerting

N
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fﬁ Integrating Zeek/Bro Events to the ELK Stack
» ELK/Elastic stack is made up of number of opensource projects;
o Elasticsearch: an open source, full-text search and analysis engine.

o Logstash: log aggregator that collects data from various input
sources, transformations them stash them to various supported
output destinations.

o Kibana: Flexible visualization tool.

o Beats: lightweight agents that are installed on remote hosts to collect
data.
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fﬁ Integrating Zeek/Bro Events to the ELK Stack

Installin ELK Stack

* |n order to integrate Zeek/Bro with ELK stack, you need to have

already a running ELK stack in place.

* There are different installation methods of ELK depending on the

operating system of your choice.
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fﬁ Integrating Zeek/Bro Events to the ELK Stack

Installin Zeek

* Once you have ELK stack installed, you can then install Zeek.

 Zeek can be installed on the network gateway depending on whether
the gateway OS system supports the installation.

e Zeek can also be installed on a standalone system after which traffic
is mirror to one of its interfaces.

e Zeek can then be configured to monitor the interface that provides
visibility into network traffic.

W .
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fﬁ Integrating Zeek/Bro Events to the ELK Stack

* Once you have both ELK stack and Zeek installed, you need to
configure Zeek to start sending event logs ELK for visualization.

e At the very least, you will only need Kibana and Elasticsearch running
on the ELK server.

* For example, you can check the status of either Kibana or
Elasticsearch using the commands below;

I/}\ . ™
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fﬁ Integrating Zeek/Bro Events to the ELK Stack

Confiurin Zeek

e Check Kibana Status

e systemctl status kibana
* Check Elasticsearch Status
» systemctl status elasticsearch

e Also, ensure that, from the host running Zeek, you can connect to
Elasticsearch Port 9200/tcp.

* You can use telnet to confirm the connectivity to the port.

 telnet ES-IP 9200

W .
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fﬁ Integrating Zeek/Bro Events to the ELK Stack

Install Filebeat on Zeek Host

* Filebeat is one of the Elastic data shippers.

* To collect Zeek events logs and push them to ELK for visualization,
you need to install Filebeat.

* The installation methods for Filebeat various from one system to

another.

* Next, configure Filebeat output, which in this case is Elasticsearch
output.

output.elasticsearch:

hosts: ["localhost:9200"]

W .
(¥ silensec

Copyright © Silensec — All rights reserved. Any Reproduction is Forbidden



fﬁ Integrating Zeek/Bro Events to the ELK Stack

Enable Filebeat Zeek Module

* Filebeat utilizes modules to simplify the collection, parsing, and

visualization of common log formats.

* To enable Zeek Filebeat module, simply run the command below;
filebeat modules enable zeek

* All modules are stored under the directory,
[etc/filebeat/modules.d/, by default.

W .
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fﬁ Integrating Zeek/Bro Events to the ELK Stack

Collect Zeek Logs using Filebeat

* Next, you need to update the Zeek Filebeat module configuration to
include all the possible Zeek log files.

* All Zeek logs are stored by default under /opt/zeek/logs/current/

W .
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fﬁ Integrating Zeek/Bro Events to the ELK Stack

Load Default Zeek Dashboards to Kibana

* Each Filebeat module ships with its own sample dashboards.

* To get you started, you need to load these modules on to Kibana to
aid in visualizing collected event data.

* To utilize the sample visualizations, you need to create an index
filebeat-*.

* To load the modules manually, run the command below;

* filebeat setup —dashboards

 Restart Filebeat thereafter, systemctl restart filebeat.

W .
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fﬁ Integrating Zeek/Bro Events to the ELK Stack
Configure Zeek JSON Output
* You need to configure Zeek JSON output for sending to ELK.
e Stop Zeek: zeekctl stop

* Add the line below to Zeek config;

* echo ‘@load policy/tuning/json-logs.zeek’ >> fopt/zeek/share/zeek/site/local.zeek

 Restart Zeek: zeekctl deploy

W .
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fﬁ Integrating Zeek/Bro Events to the ELK Stack

* To visualize the date collected from Kibana, you need to login to

Kibana interface and create an Index pattern, matching the index
defined on the Filebeat Output configuration section.

* See example below;

Health Status Primaries ~ Replicas ~ Docscount  Storagesize  Datastream

Alerts and Actions

//-\ . ™
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fﬁ Integrating Zeek/Bro Events to the ELK Stack

Viewing Zeek Events on Kibana

 You should now be able to view Zeek Events on ELK stack.

* Click three menu lines at the top left corner > Analytics > Discover.

W .
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Integrating Zeek/Bro Events to the ELK Stack

Sample Zeek ELK Dashboards

= . Dashboard [Filebeat Zeek] Overview +/ Full screen  Share  Clone & Edit
Network Transport [Filebeat Zeek] Network Application [Filebeat Zeek] Network Traffic Direction [Filebeat Zeek]

® tcp @ inbound

® udp @ outbound

® icmp ® external

No results found

Top DNS Domains [Filebeat Zeek] Top URL Domains [Filebeat Zeek] Top SSL Servers [Filebeat Zeek]

o"

® 130125.168.192.in-a... @ 169.254.169.254 @ motd.ubuntu.com

@ 4.0.2.10.in-addr.arpa “ @ google.com

@® google.com @ www.google.com

@® motd.ubuntu.com
® www.google.com
@ 174.186.250.142.in-a...
@® 199.89.189.91.in-ad...
® 228184.250.142.in-...

a
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”ﬁ Zeek Events on ELK

Sample Zeek Events on ELK

* Displays Zeek events collected from the host running Zeek.

* The events are related to traffic passing through the interface on which
eek is configured to monitor.

& elastic
B Doiscover New Save Open Share Inspec
Search KQL & Last 15 minutes Show dates
(S + Add filter
[ filebeat-* - 125 hits May 24, 2021 @ 16:32:18.619 - May 24, 2021 @ 16:47:18.619 Auto Hide chart

Q) search field names

Filter by type ©O ~
cloud.instance.id
cloud.instance.name I S—

cloud.machine.type

Count

@timestamp per 30 seconds

cloud.provider

¢t destination.address Time + Document

#] destination-as-numbar May 24, 2021 @ 16:46:52.279 @timestamp: May 24, 20821 @ 16:46:52.279 agent.ephemeral_id: 3763382b-4e70-4833-9757-d226e1ab2959 agent.hostname: ubuntu

£ destination.as.organization.name agent.id: 5f662d@1-cb73-4d5d-9208-c53e82a5fd31 agent.name: ubuntu agent.type: filebeat agent.version: 7.12.1

# destination.bytes cloud.availability_zone: nova cloud.instance.id: i-80@2867c cloud.instance.name: zeek-bro.novalocal

¢t destination.geo.continent_name cloud.machine.type: C4M8GD31G cloud.provider: openstack ecs.version: 1.8.0 event.created: May 24, 2021 © 16:46:54.256

B st aiSan 0Bs, COMTTr 160 ol e event.dataset: zeek.stats event.ingested: May 24, 2021 @ 16:46:55.258 event.kind: metric event.module: zeek

£ destination.geo.country_name May 24, 2021 @ 16:46:50.950 grimestamp: May 24, 2821 € 16:46:50.950 agent.ephemeral_id: 3763382b-4e70-4833-9757-d226e1ab2959 agent.hostname: ubuntu

@ destination.geo.location agent.id: 5f662d@1-cb73-4d5d-9288-c53e82a5fd31 agent.name: ubuntu agent.type: filebeat agent.version: 7.12.1

@ destination.ip client.address: 10.2.8.4 cloud.availability zone: nova cloud.instance.id: 1-8082867c cloud.instance.name: zeek-bro.novalocal
B0 GAatneiion pockers cloud.machine.type: C4M8GD31G cloud.provider: openstack destination.address: 192.168.125.130 destination.ip: 192.168.125.138
= = destination.port: 5,681 ecs.version: 1.8.0 event.category: network event.created: May 24, 2021 @ 16:46:52.268

Copyright © Silensec — All rights reserved. Any Reproduction is Forbidden \_> SIlquemqg



CN Filtering Specific Zeek Events on ELK

Sample Zeek Events on ELK

* You can display specific Zeek events on ELK based on the event log
files.

= - Discover New Save Open Share Inspect
&) v~ log.file.path: "/opt/zeek/logs/current/conn.log" KQL ~  Last 15 minutes Show dates C Refresh
(S) + Add filter
- =
filebeat-* 63 hits May 24, 2021 @ 16:44:50.916 - May 24, 2021 @ 16:59:50.916 Auto ~ & Hide chart
Q) search field names Ex
Filter by type O s € 8
3
o
/ Available fields 225 a
¢t _index 16:45:00 16:46:00 16:47:00 16:48:00 6:49:00 6:50:00 6:51:0 6:52-00 16:53:00 6:54:00 6:57:0 6:58:00 6:59:00
# _score @timestamp per 30 seconds
t _type
e Time + Document
£ @timestamp
¥] agent.ephemeral_id > May 24, 2021 @ 16:59:31.863 log.file.path: /opt/zeek/logs/current/conn.log @timestamp: May 24, 20821 @ 16:59:31.863 agent.ephemeral_id: 3763382b-4e706-4833-
9757-d226e1ab2959 agent.hostname: ubuntu agent.id: 5f662d01-cb73-4d5d-9208-c53e82a5fd31 agent.name: ubuntu
t agent.hostname
agent.type: filebeat agent.version: 7.12.1 cloud.availability_zone: nova cloud.instance.id: 1-6062867c
t t.id
RUSNEL cloud.instance.name: zeek-bro.novalocal cloud.machine.type: C4M8GD31G cloud.provider: openstack
t | agent.name destination.address: 192.168.125.138 destination.bytes: 2,551 destination.ip: 192.168.125.130 destination.packets: 5
t agent.type
: ) > May 24, 2021 @ 16:59:31.663 log.file.path: /opt/zeek/logs/current/conn.log @timestamp: May 24, 2021 @ 16:59:31.663 agent.ephemeral_id: 3763382b-4e70-4833-
t agent.version
9757-d226e1ab2959 agent.hostname: ubuntu agent.id: 5f662d01-cb73-4d5d-9208-c53e82a5fd31 agent.name: ubuntu
t client.address
agent.type: filebeat agent.version: 7.12.1 cloud.availability_zone: nova cloud.instance.id: 1-8882867c
@B client.ip cloud.instance.name: zeek-bro.novalocal cloud.machine.type: C4M8GD31G cloud.provider: openstack
t cloud.availability_zone destination.address: 192.168.125.138 destination.bytes: 2,551 destination.ip: 192.168.125.138 destination.packets: 5
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OCWAR-C - Ghana session -
Scenario 2
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fﬁ Session 2 Outline

Arkime Netwok Analysis Tool overview
- CyberChef Tool overview

- ELK Tool overview

- OsQuery Tool overview

- Hands on Lab

(¥ silensec
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fﬁ Scenario Description

e XCallCenter, has been caught off guard by constant attacks on its
infrastructure

* Numerous tools have been deployed to ensure visibility
* ELK/Wazuh
e Arkime
* OSQuery

 Your team has been called in to monitor the situation

(¥ silensec
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T Scenario Network

Internet ',

Injector
Router
A
' \
DMZ Network '
m— ' {/,’
| -!’i
e -'l’
: =
'
Svigch ' . eal
: 172.16.0.254
i 172.16.2.254
l l l l | 172.16.1.254
1
=] = = = :
'
= £ = E :
'
— L = - '
FTP web_srv Jira old web_server '
172.16.2.51 172.16.2.11 172.16.2.200 172.16.2.52 :
192,168.125.253  192.168.125.251 192.168.125.252 192,168.125.250 '
Arkime Osquery Server NEetw:rk
172.16.0.210 172.16.0.115 17;‘:153;'2;0
192.168.125.225 e
162-108.125.215 192.168.125.235
Pty D

JCAD (AD)
172.16.0.102

1 192.168.125.230

GLPI_SRV
172.16.0.60

192.168.125.243

SIEM
172.16.0.101 172.16.0.100
192.168.125.240 192.168.125.200
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ﬁ CYBER RANGES

Network Traffic Analysis With
Arkime
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fﬁ Network Traffic Analysis With Arkime

A large scale, open source, indexed packet capture and search tool
Formerly called Moloch

Arkime stores and exports all packets in standard PCAP format

Allows you to also use your favorite PCAP ingesting tools e.g. wireshark,
during your analysis workflow

Use of elasticsearch makes it easy to filter and view traffic

/”}\ o ™
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etwork Traffic Analysis With Arkime

User Interface

EEEEEEEE R _—I———————————_———————————————_——_—_—. Menu/View
SPIView SPIGraph Connections Files Stats History Upload Settings Users .
Search Field
a] searc = s [ :
®] Last hour Start 2021/04/05 14:11:30 K M  End 2021/04/05 15:11:30 K M BoumTlme_Range _S__eleCt
50 per page 1 2 3 4 5 » » Showing1-50of 1,048 entries

Q Q €1 10% ~ [> Packets | Bytes I Data bytes] [Lines ﬂ

mAREAnNEARRI s r e e m - - ﬂﬂ
2021/04/05 14:15:00 2021/04/0:! :20:00  2021/04/05 14:25:00  2021/04/05 14:30:00 2021/04/05 14:35:00  2021/04/05 14:40:00 2021/04/05 14:45:00  2021/04/05 14:50:00 2021/04/05 14:55:00  2021/0
Iﬂ a « Start Stop SrcIP/ Src Port DstIP/ Dst Port Packets Databytes / Moloch  Info E
Time Time Country Country Bytes Node
= tcp 2021/04/05 2021/04/05 10.2.0.4 49656 172.16.0.210 8005 6 0 arkime
15:11:01 15:11:02 396
2021/04/05 2021/04/05 10.2.0.4 49656 192.168.125.225 8005 6 0 arkime
15:11:01 15:11:02 396
2021/04/05 2021/04/05 10.2.0.4 49654 172.16.0.210 8005 11 1,025 arkime URI ~
15:11:00 16:11:06 2,792 192.168.125.225:8005/eshealth.jso
n
5 2021/04/05 2021/04/05 10.2.0.4 49654 192.168.125.225 8005 11 1,025 arkime URI~
15:11:00 15:11:08 2,752 192.168.125.225:8005/eshealth jso
n
2021/04/05 2021/04/05 10.2.0.4 49652 172.16.0.210 8005 6 0 arkime
15:10:46 15:10:53 412
2021/04/05 2021/04/05 10.2.0.4 49652 192.168.125.225 8005 6 0 arkime
15:10:46 15:10:53 412
2021/04/05 2021/04/05 10.2.0.4 49650 192.168.125.225 8005 10 1,874 arkime URI ~

N .
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fﬁ Arkime User Interface

Sessions

* Displays a list of indexed sessions for the selected time period and
search expression

* Includes a timeline graph and map of the session results

Q | Search

® Last hour Start 2021/04/05 14:11:30 K M  End 2021/04/05 15:11:30 K M Bounding Last Packet Interval  Autc
50 per page 1 2 3 4 5 > » Showing1-50of 1,048 entries

% Qa <€ 10%~ > PacketslByteleata bytes] [Lines

60

40

BT Tt l Tt a T et et a e Tal ol T S —— HH Hﬂ

2021/04/05 14:15:00  2021/04/05 14;20:00  2021/04/05 14:25:.00 2021/04/05 14:30:00  2021/04/05 14:35:00  2021/04/05 14:40:00  2021/04/05 14:45:00 2021/04/05 14:50:00  2021/04/05 1

- Start Time Stop Time Src IP / Country Src Port Dst IP / Country Dst Port Packets Databytes / Moloch
E Bytes Node
‘— cp 2021/04/05 2021/04/05 10.2.0.4 49656 172.16.0.210 8005 6 0 arkime
15:11:01 15:11:02 396
. cp 2021/04/05 2021/04/05 10.2.0.4 49656 192.168.125.225 8005 6 0 arkime
= 15:11:01 15:11:02 396
/’—-\ o ™
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fﬁ Arkime User Interface

* Hovering over a value in the table gives a quick dropdown to use the
values as filters

Src Port Dst IP / Coun Databytes / Moloch
Bytes Node
49656 172.16.0.210~ 0 o
and 172.16.0.210 3¢ .
25 and arkime
and not 172.16.0.210 0 .
oF 172.16.0.210 3 and not arkime
or not 172.16.0.210 1, orarkime
and 172.16.0.210:8005 25 2, or not arkime
and not 172.16.0.210:8005 1,
or 172.16.0.210:8005 2, New Sessions Tab
or not 172.16.0.210:8005 25 g E] Copy Value

/’;\ o ™
. v
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”ﬁ Arkime User Interface

* Expanding over a session by clicking the green plus icon on the left
gives much more session info

< Download PCAP © Source Raw © Destination Raw % Link  Actions ¥ HTTP

Method > GET
Id 210405-Hg7habQfGe9E6rUFgfE6jc2H Community Id: 1:k5bSAO1sclg58Mw
: Status code ¥ 200
Time 2021/04/05 15:36:15 - 2021/04/05 15:36:15

Node ~ arkime Hosts ¥ amupdated|.microsoft.com

Protocols ¥ tcp http User Agents ¥ Microsoft BITS/7.8
IP Protocol ¥ tcp Request Headers ¥  accept accept-encoding connection host ht
Src~  Packets 7 Bytes 745 Databytes 355 Client Versions ¥ 1 1
Dst~ Packets 5  Bytes 11468  Databytes 11,186 Response Headers ¥ accept-ranges cache-control connection cont

Ethernet ¥ Src Mac 00:11:22:33:44:55 fa:16:3e:1b:cf:e6 OUI CIMSYS Inc Dst Mac 00:1 Server Versions ¥ 1 1

Src IP/Port ¥ 192.168.125.254 : 33172 { ARIN }
Body MD5s ¥ d73177fe7db93a10d79a669feeda3609
DstIP/Port~ 2.16.107.104 : 80 { RIPE }
libfile content type ¥ application/vnd.ms-cab-compressed
Payload8 ¥ Src 474554202f736572 ( GET /ser ) Dst 485454502{312e31 ( HTTP/1.1)
Tide > content-type Header application/octet-stream

server Header ~ i -11S/
TCPFlags~ SYN{1  SYN-ACK1 ACK6 PSH2 RSTO FIN2  URGO BRCTIsgiEl v

W .
(¥ silensec
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fﬁ Sessions

* All connection details e.g. hosts, port, payload
 Session flow e.g.TCP flags

* Ability to download files exchanged in session

* MD5 hashes of response

* Email body/parameters (for SMTP)

 Ability to filter traffic based on displayed parameters
* Invoke Cyberchef

* etcC

W .
(¥ silensec
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”ﬁ Arkime User Interface

* You can click on any value to automatically use it as a search filter

* Values are grouped into their apt categories

general

Search for fields to display in this category DstIP ~ Protocols ¥ SrclP ~  Asset v AssetCnt ¥ |  Bytes ¥ | Community [d ~ | Data byte

v

DstIP~ 172.16.0.115%1) 172.16.0.210 ®") 8.8.8.8 9 192.168.125.11 (?7) 2.16.107.104 ?® 172.16.0.255 ('7) 2.16.107.32(7) 78.46.78.167 (") 89.111.15.:
194.55.13.128 (") 213.239.239.164 (") 2.16.107.88 ®) 10.2.0.4 ®) 193.182.111.13®) 2.16.107.80 4 46.165.221.137 ¥ 91.189.89.198 ¥) 91.189.89.199 4 1.
51.75.67.47 ©) 85.25.148.4® 91.189.91.157 ©® 92.2436.5® 162.159.200.123 ¥ 172.16.0.100 ® 176.221.42.125© 185.207.105.38 ) 188.165.201.225 (
20.73.194.208 (") 52.114.32.7 ") 52.114.77.164 (V) 52.114.132.11 () 52.114.133.60 (") 67.26.83.254 (') 205.185.216.10 (")

Protocols ¥ | tcp (683) tis (594) ydp (190) ptp (124) jemp (61) dns “46) http (44) ssh (4 http2 @) IlImnr @

SrcIP~  172.16.0.210 (632 192.168.125.254 (212) 172.16.0.254 33 172.16.0.1 (12 192.168.125.1 (12 10.2.0.4® 172.16.0.101 V) 172.16.0.1027) 172.16.0

N .
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fﬁ Arkime User Interface

* VView connections and connection map

* Download pcap files for different sessions

* Upload pcap file for analysis on Arkime

* Integrate with other pcap analysis tools e.g. wireshark
* Export objects in sessions

W .
(¥ silensec
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fi CYBER RANGES

CyberChef
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CF CyberChef

* A web app for encryption, encoding, compression and data analysis.
e The Cyber Swiss Army Knife

* Operations can be chained on each other
* Runs purely on your browser
* Hosted on https://gchg.github.io/CyberChef/

W .
(¥ silensec
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yﬁ CyberChef Interface

Download CyberChef ¥ Last build: 13 days ago Options
Operations Recipe T Input 1;.;2:: z;
Search...

Favourites *

To Base64

From Base64

To Hex

From Hex

To Hexdump

From Hexdump Output i

URL Decode
Regular expression
Entropy

Fork

Magic

Data format STEP z BAKE! R , )
uto Bake

(Y silensec
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CF CyberChef

* Has 4 main areas:
* Input — paste the text you want to work on
* Output — Output will be put here
* Operations — List of all possible operations
* Recipe — Selected operations to use on input

* Command chaining
e Convert from base64
* Get its hexdump

W .
(¥ silensec
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T CyberChef

start: 16
- — length: 16
Reape a . [ | Input end: 16 +

length: 0 lines: 1

L2VOYy9wYXNzd2Q=
From Base64
Alphabet
A-Za-z0-9+/=
Remove non-alphabet chars
To Hexdump
Width Upper case Include final
16 o O
hex length
N start: 46 time: 2ms a
X end: 45 length: 72
D UNIX format Output 4 length: -1  lines: 1
00000000 2f 65 74 63 2f 70 61 73 73 77 64 | /etc/passwd |

/’;\ o ™
{ )
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fi CYBER RANGES

Viewing logs and log
analysis with ELK and
osquery

() silensec



Viewing Logs and Log Analysis with ELK and Osquery

ELK

= & . Discover SearCh Tlme range
. / Selector
New Save Open Share Inspect 7

= v} Search KQL ~  Last 15 minutes Show dates C Refresh

&  + Add filter

® o

filebeat-* — 20 hits
Q Mar 29, 2021 @ 11:47:36.540 - Mar 29, 2021 @ 12:02:36.540 Auto b
& Filter by type o %
Selected fields 1.5
<> _source 5 1
°
(&)
‘Available fields i
t]| _id
0
t _index
" 1 11:50:00  11:51:00 11:52:00 11:53:00 11:54:00 11:55:00 11:56:00 11:57:00  11:58:00 11:59:00 12:00:00 12:01:00  12:02:00
# _score @timestamp per 30 seconds
t _type Time + _source
i timestam oy
@ it > Mar 29, 2021 @ 12:02:24.001 @timestamp: Mar 29, 2021 @ 12:02:24.081 message: 2021-03-29T09:02:22+03:08 gateway
t agent.ephem... suricata[2243]: [1:2221834:1] SURICATA HTTP Request unrecognized authorization method
e—— e : . X X ) . Il
t agent.hostna... COIumns [Classification: Generic Protocol Command Decode] [Priority: 3] {TCP} 192.168.125.254:33481 ->
%] agentid 192.168.125.201:9000 log.file.path: /var/log/remotelogs/suricata.log log.offset: 89,846,766
input.type: log ecs.version: 1.6.8 host.name: wazuh-elk agent.type: filebeat
t agent.name

¢t agent.type > Mar 29, 2621 @ 12:62:24.601 @timestamp: Mar 29, 2021 @ 12:02:24.081 message: 2021-03-29T09:02:23+03:00 gateway

cnriratal10001- [1:2921624-11 QURTAATA UTTP Pannact nnramnnanizad antharizatian mathad

(Y silensec
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fﬁ FLK

®* You enter the search criteria on the Search Box
* Always ensure your time-range is correct

* Free text search - if keyword appears anywhere

172.16.0.102

* Field-based searches

data.srcip:172.16.0.100
name:”Ned Stark”

age:[3 TO 10]

price:{100 TO 400}

W .
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T FLK

* Kibana Auto-Completes fields for you

) v data.
+ @ data.action Filter results that contain data.action
data.arch Filter results that contain data.arch
zuh-
@ data.audit.acct Filter results that contain data.audit.acct
@ data.audit.arch Filter results that contain data.audit.arch
) Filte
@ data.audit.auid Filter results that contain data.audit.auid
:cted
o @ data.audit.command Filter results that contain data.audit.command
ilable @ data.audit.cwd Filter results that contain data.audit.cwd
pular @ data.audit.dev Filter results that contain data.audit.dev
datt @ data.audit.directory.inode Filter results that contain data.audit.directory.i
dati @ gata.audit.directory.mode Filter results that contain data.audit.directory.m
i @ data.audit.directory.name Filter results that contain data.audit.directory.n
_inc - " ; : < 2
@ data.audit.egid Filter results that contain data.audit.egid
_sc(
F - ) B e maaok E g e ERRA o o L R A L R Al e = 202 8 Y ARSI
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T FLK

®* Can search for exact text match

"Accepted Password"

+ Add filter

1-alerts-3.x-* v

ter by type 0

i fields 0

ource

Count
.

e fields

r

ita.sreuser SOA04-01

2020-05-0
ita.uid

i Time «

1dex > Mar 28, 2021 @ 21:07:34.942
core

fpe

lent.id

lent.ip

> Mar 28, 2021 @ 11:14:10.732
|lent.name

Copyright © Silensec — All rights reserved. Any Reproduction is Forbidden

KQL [ v Last1year

67 hits
Mar 29, 2020 @ 12:29:48.946 - Mar 29, 2021 @ 12:29:48.946  Auto N
||
2020-06-01 2020-07-01 2020-08-01 2020-09-01 2020-10-01 2020-11-01 2020-12-01 2021-01-01 2
timestamp per week
_source

full_log: Mar 28 18:87:34 ubuntu sshd[10343]: Accepted password for ubuntu from 108.2.8.4 port 47702 ssh2 pi
predecoder.program_name: sshd predecoder.timestamp: Mar 28 18:07:34 input.type: log agent.ip: 172.16.8.21
agent.id: 812 data.srcip: 10.2.8.4 data.dstuser: ubuntu manager.name: wazuh-elk rule.mail: false rule.le
rule.hipaa: 164.312.b rule.tsc: CC6.8, CC7.2, CC7.3 rule.description: sshd: authentication success. rule.

authentication_success rule.nist_808_53: AU.14, AC.7 rule.gdpr: IV_32.2 rule.firedtimes: 1 rule.mitre.tec

full_log: Mar 28 88:14:89 ubuntu sshd[120832]: Accepted password for ubuntu from 18.2.8.4 port 56816 ssh2 pi

predecoder.program_name: sshd predecoder.timestamp: Mar 28 ©8:14:09 input.type: log agent.ip: 172.16.8.21
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T FLK

® Can expand individual logs to view more info

Table JSON
t _id M_QFengBv4.J9BSv3GBM-
t _index wazuh-alerts-3.x-2621.03.28
# _score =
t _type _doc
t agent.id 012
t agent.ip 172.16.6.21@
t agent.name arkime
t data.dstuser ubuntu
t data.srcip 16.2.0.4
t decoder,name sshd
t decoder.parent sshd
t full_leg Mar 28 18:87:34 ubuntu sshd[10343]: Accepted password for ubuntu from 18.2.8.4 port 47702 ssh2
t id 1616954854 .55066915
t input.type log
t location /var/log/auth.log
t manager.name wazuh-elk
t predecoder.hostname ubuntu

t predecoder.program_name sshd

t nredecadar timaetamn Mar 28 1R:A7:34

(Y silensec
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T FLK

* Add more columns from the left side-bar

Time +
> Mar 28,
> Mar 28,
> Mar 28,
> Mar 23,
> Mar 23,
> Mar 23,
> Mar 23,
> Mar 16,
> Mar 16,
> Mar 16,
> Mar 16,
> Mar 16,

2021

2021

2021

2021

2021

2021

2021

2021

2021

2021

2021

2021

21:

11:

02:

00:

00:

00:

00:

14:

14:

13:

133

12:

123

51:

:59.

:59.

:35.

.942

.732

.837

.545

.545

.802

.802

152

152

283

.283

.637

agent.name

arkime

arkime

arkime

wazuh-elk

wazuh-elk

arkime

arkime

ftpserver

ftpserver

glpi

glpi

old-web-server

agent.ip

172.16.0.

172.16.0.

172.16.0.

172.16.0.

172.16.0.

172.16.2.

172.16.2.

172.16.0.

172.16.0.

172.16.2.

Copyright © Silensec — All rights reserved. Any Reproduction is Forbidden

210

210

210

51

51

60

60

52

timestamp per week

data.dstuser

ubuntu

ubuntu

ubuntu

admin

admin

ubuntu

ubuntu

root

root

ubuntu

ubuntu

ubuntu

data.srcip

10.2.08.4

rule.mitre.technique
Valid Accounts, Remote

Valid Accounts, Remote

Valid Accounts, Remote

Valid Accounts, Remote

Valid Accounts, Remote

Valid Accounts, Remote

Valid Accounts, Remote

Valid Accounts, Remote

Valid Accounts, Remote

Valid Accounts, Remote

Valid Accounts, Remote

Valid Accounts, Remote

Services

Services

Services

Services

Services

Services

Services

Services

Services

Services

Services

Services
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Ch OSQuery Analysis

* Osquery is an open-source security tool that takes an operating system
and turns it into one giant database

* With tables that you can query using SQL-like statements

e Use queries to monitor file integrity, check on status of services, fetch
users, perform security audits of the target server, and more

(¥ silensec
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Ch OSQuery Analysis

* You can run queries on a single host or a group of hosts

* You can create Query packs to run checks at scheduled times over a
host or hosts

(¥ silensec
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@ OSQuery Analysis

# Fetching list of users in a specific server

SELECT * FROM users

shell uid uid_signed username
=

/bin/bash 0 0 root
/sbin/nologin 1 1 bin
/sbin/nologin 2 2 daemon
/sbin/nologin 3 3 adm
/sbin/nologin 4 4 Ip
/bin/sync 5 5 sync
/sbin/shutdown 6 6 shutdown

(¥ silensec’
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T OSQuery Analysis

Running Queries

# Fetching OS versions from multiple hosts at once
SELECT name,platform,version FROM os_version;

Results

hosthame name platform version
WORKSTATION1.xcallcenter.com Microsoft Windows 7 Professional windows 6.1.7601
ubuntu Ubuntu ubuntu 18.04.1 LTS (Bionic Beaver)
wazuh-elk CentOS Linux rhel CentOS Linux release 7.9.2009 (Core
MSSQL.xcallcenter.com Microsoft Windows Server 2012 R2 Standard windows 6.3.9600
msexchange.xcallcenter.com Microsoft Windows Server 2019 Standard windows 10.0.17763
ubuntu Ubuntu ubuntu 18.04.1 LTS (Bionic Beaver)
glpi Ubuntu ubuntu 18.04.1 LTS (Bionic Beaver)
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@ OSQuery Analysis

# Fetching firewall rules on Centos servers

select chain, policy, src_ip, dst_ip from iptables ;

Results
hostname chain dst_ip policy src_ip
wazuh-elk PREROUTING 0.0.0.0 ACCEPT 0.0.0.0
wazuh-elk PREROUTING 0.0.0.0 ACCEPT 0.0.0.0
wazuh-elk PREROUTING 0.0.0.0 ACCEPT 0.0.0.0
wazuh-elk PREROUTING ACCEPT
wazuh-elk INPUT ACCEPT
wazuh-elk OUTPUT 0.0.0.0 ACCEPT 0.0.0.0
wazuh-elk QUTPUT ACCEPT
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